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Insurance Provider Finds Peace of Mind with PKI 
Safety Insurance develops a secure business-to-business extranet to better serve the agents selling its policies 

 

Because Safety Insurance (www.safetyinsurance.com) of Boston sells its policies only through independent 
agents, the company has an obvious interest in investing in anything that makes it easier for agents to do 
business with the company—as well as differentiates Safety Insurance from its competitors.  

“We’re going to live or die by the independent agency system,” explains Daniel Loranger, CIO and vice 
president of MIS at Safety Insurance, the third largest property/casualty insurer in Massachusetts. To keep that 
independent agency system healthy, Loranger and John Almeida, assistant vice president of MIS, have taken a 
proactive approach regarding emerging business technologies.  

Technology, as Loranger and Almeida see it, not only has the potential to help grow Safety Insurance’s 
business, but to threaten it as well. The threat comes not only from insurance carriers, but also from 
nontraditional competitors such as software vendors or Web sites. As an example, Loranger points to the impact 
that Intuit’s Quicken software has had on the accounting and financial planning businesses. “If there is 
something out there that provides more value than we provide through the independent agent, then obviously 
the business will move there and away from the independent agent,” says Loranger.  

Of course, as in any business, you must offer a good product at a fair price. But in today’s competitive 
marketplace, you often need more than that. “Safety Insurance has worked diligently since 1980 to provide the 
best insurance product to our agents, and also to provide the highest commissions to our agents,” Loranger 
says. “All that being equal, ease of doing business is very, very important, and that’s where the technology 
comes in.”  

Through the recent implementation of an extranet that uses digital certificates, Safety Insurance has created 
what it calls an Agents Virtual Community (AVC). With a single Personal Identification Number (PIN), agents 
can access the AVC Web portal and do business securely with Safety Insurance, or link directly to vendors such 
as car rental agencies and automotive glass suppliers.  

 A NEW WAY OF THINKING  

The journey to Safety Insurance’s unique AVC began in 1996 when the company’s executive board decided to 
provide independent agents with applications that would simplify doing business with Safety.  

Loranger recounts the executive board meeting in October 1996, when the plan first took shape: “I asked them 
[to rate] the level of service that MIS was providing to the back-room operations,” he explains. “And on a scale 
of 1 to 10 they said it was an 8.” But Loranger explained to the board that no matter how they continued to 
develop applications for the back room, MIS could only marginally increase the service provided to the 
independent agents.  

“I then asked ‘What level of automation are we providing to our independent agents?’ And we all agreed that it 
was pretty low. We, like many other carriers, were dedicating all of our research and development towards our 
back-room efforts. But we realized that you could have great back-room operations and great systems, but if 
you don’t get the business, the greatest systems in the world won’t help you.”  

Loranger suggested that the company needed to radically change the way it delivered its products and services 
to the independent agents—and the executive board agreed.  

“We decided to limit our role in the process by providing the appropriate hardware and software [to the agents] 
so that they could serve their clients in a better, more efficient manner,” says Loranger.  



OUT WITH THE OLD  

Before the implementation of AVC, when an agent wanted to key in the information for a new account or make 
a change to an existing policy with Safety Insurance, the agent had to enter the pertinent information into the 
computer system at the agency, and then fax it or mail it to Safety’s office in Boston. When Safety received the 
request, a data-entry clerk then had to rekey the same information into Safety’s computer system.  

Often during the process, either the agent or Safety’s data-entry clerk would enter the information incorrectly, 
and the request would pass back and forth until the discrepancy was fixed. Additionally, if an insured customer 
called the agent to inquire about a policy or claim, the agent would have to call Safety, and then a Safety 
representative in the customer service center had to access the information and deliver it to the agent via 
telephone.  

Obviously, the process was inefficient, so the company allocated the resources to develop a GUI for their 
applications, deliver software to the agents’ desktops, and build a private WAN to make it quick and easy for 
the agents and the Customer Service Representatives (CSRs) within the agents’ offices to use Safety’s 
applications.  

“You have to provide tools to the independent agents so the CSRs within that agency find it easy to do business 
with you,” says Loranger.  

Because the CSRs within the independent agents’ offices are so busy, they have a limited amount of time to 
work on each transaction. Loranger felt it was essential to cut down the amount of time it took a CSR to 
complete a transaction with Safety Insurance.  

“It’s got to be real easy, because [CSRs] are constantly being bombarded,” he explains. “They have many, 
many insured clients that have needs, and you have to provide some real great tools so that they can answer 
questions quickly.”  

NUMBER CRUNCHING TIME  

Building a WAN to connect over 600 agent sites throughout Massachusetts was a huge undertaking, but 
surprisingly it wasn’t a tough sell. The executive board had already agreed that Safety had to deliver the order 
processing software to the agents, so the question was, “What’s the best way to do it?”  

At that time, Loranger and Almeida didn’t see a compelling alternative to delivering the software via a WAN, 
and building their own network seemed like the best way to go. Almeida explains, “That was the best 
networking choice at that time. The options were to go with a dedicated leased-line connection, go over the 
Internet (which was not industrial strength at the time), or build a frame relay or ATM network.”  

“We sat down and figured out how much it was going to cost to build this private network, and the bottom line 
was that it would be cheaper for us to build the network than the bricks and mortar that we were currently 
using,” Loranger says.  

Loranger and Almeida did some number crunching and determined that it would cost less than $2 per CSR per 
day to provide them with a frame relay connection to the back-end operations at Safety’s headquarters in 
Boston.  

Additionally, there were other savings to be realized through the deployment of a private WAN. Safety expected 
a reduction in call-center transactions, and a corresponding reduction in costs, because the agents and CSRs 
would have immediate access to information that they previously had to get from call-center representatives.  

Safety also reduced data-entry costs because the independent agents and CSRs would key information directly 
into Safety’s system. Loranger calls the money spent on the private frame relay network a “break even” 
proposition, but he stresses that the independent agents realized the real gains in productivity.  

Safety Insurance had long bought their voice services from Bell Atlantic (previously Nynex), so the company felt 
comfortable working with Bell Atlantic on the design and implementation of its frame relay network. By January 
1998, the two companies were installing equipment at the more than 600 independent agencies, a process that 
was completed in February 1999.  



Safety Insurance owns the network, although Bell Atlantic took the lead role in designing the network and 
selecting the equipment. Safety also purchases network services from Bell Atlantic, including network 
management and troubleshooting services. “They [Bell Atlantic] have a network operations center in Fraser, PA, 
and they monitor the network 24-by-7 and alert us whenever a link is down,” explains Almeida. “We then work 
with them to do whatever is appropriate to bring the link back up.”  

THE NEED FOR COMMUNITY  

As the frame relay network came together and Safety began delivering content to the independent agencies, it 
dawned on Loranger and Almeida that the network could be more than a two-way pipe between Safety’s 
headquarters and the individual agencies. Loranger and Almeida realized that with a Web portal, the agents 
selling Safety Insurance products could form a community—and the idea for what became the Agents Virtual 
Community (AVC) was born.  

“We looked around to see if there was a portal that we could become part of, but we couldn’t come up with 
anything,” remembers Loranger. “I think we were one of the first to recognize that an insurance portal was the 
missing ingredient to make a community out of those [independent] agents.”  

Loranger and Almeida took advantage of the strategic opportunity presented by the lack of a Web portal, and 
proposed that Safety Insurance fill the need by developing its own portal. This time, however, the board needed 
a little more convincing. After all, why should the company provide its content on a Web site when it had just 
spent a lot of money to develop a private frame relay network to deliver content to the independent agents?  

“When we built the network, there was no [competitive] threat to the network because it was closed,” Loranger 
explains. “As we began to think about building the portal, there were some concerns on the executive board 
that we would lose our strategic advantage, and maybe what we should do is keep [the network] closed.”  

But Loranger argued that moving the independent agents’ business to the Web from Safety’s closed network 
offered more advantage than risk, although he acknowledged the risk. He recalls thinking, “Aren’t we making it 
easier for the other [insurance] carriers to do business with the independent agents [by opening up the 
network]?”  

“So we gave that a great deal of thought, but we boiled it down to ‘What is good for the independent agent?’” 
Loranger says. “We want to do everything we can to be sure that the agents survive. And part of that survival 
depends on allowing them to conduct business with other carriers.”  

Management of Safety Insurance ultimately counts on forming lasting, mutually rewarding relationships with 
the newly empowered agents. “We built this [AVC], we’re supporting it, and we’re the first ones out there with 
it, and we really feel that the independent agents will do the right thing,” explains Loranger. “And why wouldn’t 
they want to give their business to a company that’s totally committed to them?” 

 

 

From Here to There. After signing on to the Agents 
Virtual Community (AVC) with a single personal 
identification number, an independent agent’s 
transaction request is sent over the frame relay 
network and is processed at the Safety Insurance 
AS/400 database. If the agent requests information 
accessible through other links (a rental car 
reservation, for example), the request goes out of 
Safety’s building over a T1 line to the AVC site hosted 
by Bell Atlantic. There, the agent’s digital certificate is 
verified and the correct matching key is retrieved 
using Lightweight Directory Access Protocol (LDAP). 



LOCKING UP THE STORE  

As soon as the idea for the AVC took shape, Loranger and Almeida realized that they’d need security safeguards 
if they hoped to have effective business-to-business links. Independent agents wouldn’t be as likely to use the 
site if they were nervous about security, or if they had to enter a password every time they opened a link 
through the AVC. Additionally, vendors participating in the AVC likely would be reluctant to conduct business 
with an unknown user coming through a third-party site.  

Although neither Loranger nor Almeida had much background knowledge on the nuts and bolts of PKIs, they 
knew that implementing a PKI was key to making the AVC work. That lack of first-hand knowledge, coupled 
with the fact that standards for digital certificates and PKI were still evolving, convinced the two that they’d 
need some outside help.  

Loranger looked for advice from IBM and Bell Atlantic, and both vendors responded enthusiastically to the 
challenge of building an extranet protected by PKI. Ultimately, Safety Insurance chose Bell Atlantic to head the 
project, largely because the two companies had developed a close working relationship through the course of 
their work on the private frame relay network. Safety chose IBM security consultants to ensure that Safety’s 
AS/400 and onsite data network were sufficiently protected.  

In April 1998, Bell Atlantic mapped out the project with San Jose-based PKI integrator Entegrity Solutions ( 
www.entegrity.com ), and by November, the AVC that Loranger and Almeida had envisioned was in production.  

Bell Atlantic not only hosts the Web server and messaging server for the AVC at its downtown New York City 
site, but it also manages the PKI and hosts the certificate authority (see  

figure ). In this role, Bell Atlantic stores and distributes end-user and secured-server public keys in its directory 
service platform, while AVC issues and validates the digital certificates used by the independent agencies 
throughout Massachusetts. (For a detailed explanation of PKI and digital certificates, see “Public Key 
Infrastructures,” November 1997, page 69.)  

Independent agents sign on to the AVC using a PIN and certificate-based authentication scheme. If they choose 
to access the applications provided by Safety Insurance, the agent’s request is directed back to Safety’s LAN for 
processing on the AS/400.  

If, however, the agent is requesting information accessible through other links (a rental car reservation, for 
example), the agent’s request is handled at the secured AVC Web server hosted by Bell Atlantic. There, the 
agent’s certificate is verified and the correct matching key is retrieved using Lightweight Directory Access 
Protocol (LDAP). The transaction can then be safely completed using encryption.  

ONWARD AND UPWARD  

As pleased as Loranger and Almeida are with the AVC presently, they’re even more excited about the 
possibilities down the road. “We think it’s going to be a good platform to grow on,” says Almeida. “When you 
have a nice, secure environment where you can easily identify each other, the process of buying and selling 
things will become a lot easier going forward.”  

Almeida is particularly enthusiastic about the capabilities LDAP makes possible. He explains that by using LDAP 
and digital certificates, different users can be allowed access to different levels of service.  

As an example, an agent could check to see what her commissions totaled the previous month, but the CSR 
within the same agency would not have access to the same information. “With LDAP, you can offer a class of 
service within the office, but you’re not designing multiple Web sites for everyone,” explains Almeida. “You’re 
just tweaking the authority levels of the agency personnel and the menu structures that they can see.”  

The PKI-protected AVC has also given Safety Insurance a measure of flexibility in regard to its WAN. “Using the 
digital certificates and LDAP makes us a little more independent,” says Loranger. He explains that with an 
LDAP-compliant infrastructure, it doesn’t matter what sort of networking protocol he uses. “It could be Digital 
Subscriber Line (DSL) underneath or it could be something else. It gives us the flexibility where if we wanted to 
go beyond our footprint in Massachusetts, we wouldn’t have to build a frame relay network all over the nation.”  
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SAFETY INSURANCE  
Headquarters: Boston  
Web address: www.safetyinsurance.com  
Industry: Insurance  
Project leader: Daniel Loranger, CIO and vice president of MIS  
Number of users: 600 independent agents and 2,500 customer service 
representatives throughout Massachusetts  
Technology in focus: Secure e-commerce  
Business challenge: Because Safety Insurance relies exclusively on independent 
agents to sell its products, the company decided to provide those agents with the 
tools to carry out transactions quickly and easily. Safety Insurance saw this 
challenge as an opportunity to differentiate itself from other insurance carriers.  
Solution: Safety Insurance has developed a Web portal for the independent agents 
who sell the company’s insurance. Called Agents Virtual Community (AVC), the 
portal lets agents place orders for insurance, check on the status of claims, and link 
to service providers, such as car rental agencies. Because the portal uses digital 
certificates, the agents and service representatives who use AVC only need one 
personal identification number to access numerous resources without fear of security 
problems.  
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